MHO®OPMALIMOHHASA NAMATKA
AnsA ObYYAKOLLUMUXCA

C kaxablM roooM MOSOAEXN B UHTEPHETE CTaHOBUTLCSA BonbLUe, a LUKONbHUKN OHU
M3 caMbIX aKTUBHbIX rMonb3oBaTtenen PyHeta. Mexagy Tem, NOMMMO OFPOMHOrO
KOnmnyecTBa BO3MOXHOCTEN, UHTEPHET HeceT 1 NpobnemMbl. 3Ta namsiTka 4OSMKHA NOMOYb
Tebe 6e30nacHO HaxoauUTbCHA B CETU.
KomnbloTepHble BUPYChI

KoMnbloTepHbIA  BUPYC - 9TO Pa3HOBUAHOCTb  KOMMBKOTEPHbLIX Mporpamm,
OTNIMYUTENBHOM OCOBEHHOCTBLIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEAMUTb MUY NOSTHOCTBIO YHUYTOXUTb BCE dpansbl
W AaHHble, NOOKOHTPOSbHbIE MOMb30BaTeEmNto, OT MMEHM KOToporo Obina 3anylieHa
3apaxeHHas nporpaMmma, a Takke MNoBpeauTb UIM AaXe YHUYTOXUTb OnepauyoOHHYH
cucTeMy Co BceMu hanniamm B Uenom. B BonblUMHCTBE CriydaeB pacnpoCTpaHSTCA
BMPYCbl Yepe3 MHTEPHET.
MeToabl 3aWmnTbl OT BPE4OHOCHbIX NPorpamMmm:
1. cnonb3yn coBpeMeHHble OnepaumoHHbIE CUCTEMbI, UMEOLNE cepbe3Hbl YPOBEHb
3alWMTbl OT BP€AOHOCHbIX Mporpamm;
2. TocTosiHHO ycTaHaBnvBan nadyTu (UmMdpoBble 3annaTky, KOTOpble aBTOMaTU4YeCKM
yCTaHaBMMBalOTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBREHUSA CBOEN
ornepaumoHHon cuctembl. CkadmBanm Mx TOSNbKO C oduumManbHOro canta paspabotyvka
OC. Ecnun cyliecTtByeT pexum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN €r0;
3. PaboTai Ha cBoeM KOMMbOTEPE NOA NpaBaMu Nosib3oBaTens, a He agMUHUCTpaTopa.
OTO He No3BONUT BONbLUNMHCTBY BPELOHOCHbLIX NPOrpamMM UHCTanMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbI U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNeHnem 0as;
5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,
6. Micnonb3ymn BHELLHME HOCUTENN MHpOopMaLMK, Takue Kak drieLuka, AUCK unu amn s
WHTEpPHEeTAa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMNblOTEPHbIE (hansibl, NONy4YeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te drannbl, KOTOpblE NpUcnan TBOM 3HAKOMbIW. Jlyylle yTOYHW Yy HEro, oTnpasnan
nn oH Tebe nx.
Cetn WI-FI
Wi-Fi - 370 He BUA nepegaym gaHHbIX, HE TEXHOMOIMS, a BCero nuwb bpena, mapka. Ewle
B 1991 rogy HugepnaHackaa komnaHus 3apeructpupoBana 6peng "WECA", Jto
obos3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbln nepeBoAUTCS Kak
"GecnpoBogHast TOYHOCTbL".
[lo Hawero BpemeHu powna gpyras abbpeBuatypa, KOoTopas SABNSAETCS TakoM xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHMe OGbINIO AAHO C HAMEKOM Ha
cTaHOapT Bbicwen 3BykKoBouM TexHuknm Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTL".



[a, 6ecnnaTHbIn MHTEPHET-4OCTYN B Kade, OTENAX 1 aspornopTax ABngeTcs OTNNYHOM
BO3MOXHOCTbIO BbIXOA4a B MWHTEpHeT. Ho MHOrMe akcneptbl CYATAOT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl No 6esonacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBOKW NMYHYyO WHGopMauuio yepes obwenoctynHole Wi-Fi cetn.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNSA aHTMBUPYCHbIE Nporpammbl U 6GpaHamayep. Tem cambim Tbl
obe3onacuilb cebst OT 3aKkayku BUpyca Ha TBOe YCTPOMWCTBO;

3. lMNpu wucnonb3oBaHun Wi-Fi oTknoun dyHkuno "O6wmn goctyn K dannam u
npuHTepam". [aHHas yHKUMA 3akpbiTa N0  YMOMYaHWIO, OAHAaKO HEeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI ona nepegaym NUYHbIX AaHHbIX, Hanpumep Ans
BbIXOAa B coUManbHble CETU UMW B SNIEKTPOHHYHO NMOYTY;

5. Wcnonb3yn TOoNbKo 3alumuieHHoe coeuHeHune yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTkntoun pyHkumto "Moakntodenne k Wi-Fi aBTomatunyeckn".
He ponyckan aBTOMaTMyeckoro noakntodeHnsa yctpomctea k cetam Wi-Fi 6e3 TBoero
cornacwusi.

CoumnanbHble ceTn

CoumanbHble CeTu akTUBHO BXOAAT B HALLY XXMU3Hb, MHOIMME Ntoan paboTatoT U XUBYT TaM
NOCTOSAHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg 4YernoBek, YTo ABNsieTcA
O[HOM ceabMOM BCEX >xuTenen nnaHetbl. MHorme nomnb3oBaTenyM He NOHUMAKT, YTO
MHpopmauusa, pasmelleHHas UMW B couMarnbHbIX CETSX, MOXET OblTb HanhgeHa u
MCnonb3oBaHa KeM YroaHo, B TOM Yncrne He ob6a3aTenbHO ¢ 6raruMm HamepeHnsMun.
OcHoBHble coBeTbl N0 6€30NacHOCTM B coUManbHbIX CETAX:

1. OrpaHuyb cnncok apysen. Y Tebs B Opy3bsiX He OOIMKHO ObiTb CrnyyamHbIX WU
He3HaKoOMbIX NOAEN;

2. 3awmuian cBOK 4YacTHYK kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUA W OPYry MUYHYIO UMHAOPMaUUo.  3rOYMBbIWMAEHHUKA  MOTyT
Mcnonb3oBaTbh Aaxe WHOPMaUMI O TOM, Kak Tbl U TBOM poOaUTENU NnaHupyeTte
NPOBECTU KaHWUKYIbI;

3. 3awmiian cBoKo penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen 6ol
Thbl, YTOBbI ApyrMe nonb3oBaTenu BUAENN, YTO Thl 3arpyxaewb? [ogyman, npexae Yyem
4YTO-TO ONybnMKoBaTb, HAaNUCaTb U 3arpy3nThb;

4. Ecnu Tbl roBOpuvLLb C NIOABMU, KOTOPbIX HE 3Haellb, He UCMONb3yN CBOE pearibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XUTENbCTBA, MeCTO y4ebbl 1 NpoYee;
5. N3beram pasmelueHnsa poTtorpadun B VIHTEpHETE, rae Tbl N300paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOOUMO UCMONBb30BaTh CIOXHbIE NAPONU,
cocrosime n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ina coumanbHOM ceTn, NOYTbl U OPYrMX CanToB HEOOBXOAMMO UCMNONb30BaTb pPa3Hble
naponu. Toraa ecnu Teba B3NOMatoT, TO 3MOYMbILSIEHHUKN MofydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AEeHbIU



ONEKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIM cnocob nnatexen, o4HaKo CyLLeCTBYHOT
MOLLEHHUWKW, KOTOPblEe XOTAT MNOMNYyYnTb 3TU AEHbIN.

ONEKTPOHHbIE eHbIMN NOABUNNCE COBCEM He4aBHO M UMEHHO M3-3a 3TOFO0 BO MHOMMX
rocygapcrBax 4o CUMX Mop He NPOMNMCcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHM (PyHKLUMOHUPYIOT 1 O HUX YXXe NPOnMcaHo B 3aKOHe, rae ux pasgenstor
Ha HECKONbKO BUOOB - aHOHWMHbIE U HE aHOHMMHBbIe. PasHunua B TOM, YTO aHOHUMHbIE -
9TO Te, B KOTOpbIX paspellaeTcs nNpoBOAUTb onepauun 6e3 unaeHTUdmnKaumm
nonb3oBaTens, a B HEaHOHWMHbIX WAEHTUMUKAUMA nonb3oBaTens SABMNsSeTCH
obsas3aTenbHON.

Takxke crnefnyeT pasnuyaTb 3NEKTPOHHbIE (pmaTHble AeHbrn (paBHbl rOCyAapCTBEHHbIM
BanTaMm) 1 3reKTPOHHbIE HeduaTHbIe AeHbI (He paBHbl rOCY4apCTBEHHbIM BarntoTam).
OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. TNpuBsHXM K cHETY MOOUNbHBIM TenedoH. ATO cambin yaobGHbIN 1 BbICTpbIN cnocob
BOCCTAHOBUTb JOCTYN K cHeTy. [1puBA3aHHbIN TenedoH NOMOoXeT, ecnu 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUNEHHYK aBTOpU3aLnio
Tebe yxe He BygeT yrpoxaTb ONaCHOCTb KpaXu Uin nepexesaTta NraTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam 6ygeTr He MpOCTO yragaTb CHOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIOYaloT B cebsi CTPOYHbIE U NponUcHbIe BYKBbI, LUdPbI U HECKOSNBKO CUMBOJIOB, Takmue
Kak 3HaK gonnapa, dyHTa, BocKnuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW fNYHbIE AaHHbIE HA canTax, KOTOPbIM HE AoBepseLlb.

ANeKTPOoHHas no4Ta

ONeKTPOHHAas NnoYTta - 3TO TEXHOMNOMNS 1 NpeaoCcTaBnsgeMble el yCryrn no nepecobisike u
NOMNYyYEHUIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpefenstoTcss B KOMMbIOTEPHOW
ceTn. OO6bIMHO OMEKTPOHHBIA MOYTOBbLIA AWMK BbIrMSAUT  cnegylowuMm  obpasom:
UMs_nonb3oBaTtenda@ums_aomMeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb ansibl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe ¢ 3NEeKTPOHHOM MNOYTOMN:

1. Hago BbI6paTb NnpaBuUsibHbIN MNOYTOBLIN CepBUC. B MHTEpHETE eCTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nydlle OOBEPSTb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBan B NMYHON MOYTE NMYHYKO MHopmaumo. Hanpumep, nyyuwe BbibpaTb
"My3blkanbHbIi_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHy aBTopu3auunio. OTO Koraa NoOMUMO Naposns HYy>KHO BBOOUTb
koA, npucbinaemoin no SMS;

4. Bbibepy crnoxHbln naposnb. [Ons Kagoro nodTtoBOro siluka AoSmkeH OblTb CBOWM
HaZEXHbI, YCTOWYMBLIN K B3NIOMY Maporsib;

5. Ecnn ectb BO3MOXHOCTb Hanucatb CaMOMYy CBOW SINMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yn HecKonbKO MOYMTOBLIX AWMKOB. [lepBblM AN YaCTHOW Nepernucku c
agpecartamu, KOTOpbIM Tbl AOBEpPSAELLb. OTO 3MEKTPOHHbIM aApec He Hago UCNOoNb30BaTh
npw permcTpauumn Ha opymax n camtax;



7. He oTkpbiBan ¢hannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHW npuwinm ot
TBOMX Apy3en. Jlydwie yTouHM Yy HUX, OTApaBnanv nn oHn Tebe atn dannso;

8. Nocne okoH4YaHUsA paboTbl HA NOYTOBOM CepBUCE Nepes 3akpbITUEM BKALKN C CaiTOM
He 3abyab HaxaTb Ha "Bbintun".

KnbGepOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO

KnbepbynnuHr - npecnegoBaHne cooblieHnsiMn, coaepXawmmm ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynIMHrom:

1. He 6pocanca B 6on. Jlyywmin cnocob: nocoBetoBaTbCs kak ceba BeCTU U, ecnu HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycnokonTtbca. Ecnuv Tbl HAYHeLWb OTBeYaTb
OCKOpBrieHnsIMN Ha ockopbieHMs], TO TONbKO eLle 60sblUe pa3oXKeLLb KOHINKT;

2. Ynpaensu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTun MHuMas. CyllecTBYHT Crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckum obpas BUpTyanbHOM Xn3Hn. IHTepHeT domkcupyeT Bce
TBOM AENCTBUS U COXpaHSET nx. Yoanutb nx 0ygeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratne. O4HOPa30Bble OCKOpOUTENbHbLIE COOBLLEeHUS nyYlle
nrHopmpoBaTb. OBbIYHO arpeccus npekpallaeTcsa Ha HayanbHOW CcTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMM COOBLLIEHNAMU, B COLMATbHbIX
CeTsX eCTb BO3MOXHOCTb BJIOKMPOBKM OTNPaBKM COOBLLEHNI C onpefeneHHbIX aapecos;
8. Ecnn TbI cBugetenb kubepbynnuHra. TeBOM [OEWCTBUA: BbICTYNUTb NPOTUB
npecrnegosaTens, MokasaTb €My, 4YTO ero [AeWCTBUS OLEHMBAKTCA HeraTuBHO,
noagepkaTb XepTBY, KOTOPOW HYXXHa NCUXONOornyeckas NoMoLLb, COOOLWUTL B3POCHbIM
0 (hbakTe arpeccmBHOro NOBEAEHNS B CETMU.

MoGunbHbIN TenedhoH

CoBpeMeHHble cMapT(oHbl K nnaHweTbl cogepxaT B cebe BNOMHE B3POCHbIv
PYHKUMOHAs, 1 Tenepb OHU MOTYT KOHKYpPUPOBaTb CO CTauUOHAPHBIMU KOMMNbIOTEPAMM.
OpHako, cpeacTs 3amThl ANg NoA06HbLIX YCTPOMCTB MOKa O4eHb Masno. TecTupoBaHue u
MOWUCK YSI3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans MK, 1o xxe camoe
KacaeTcsa 1 MOBUITbHbBIX MPUOXEHNIA.

CoBpeMeHHble MObuIbHbIE Bpay3epb! y>ke NPaKTUYeCKn LOrHanm HacToNbHbIE aHanoru,
O[HaKO pacLumpeHue (pyHKuMoHana BreyeT 3a cobom 60MbLIYHO CIIOXKHOCTb U MEHbLUYIO
3aLMLLEHHOCTD.

[laneko He BCe NpPOW3BOAUTENWN BbiNyCKalOT OOHOBNEHNSA, 3aKpbiBalOLLME KPUTUYECKUE
YSI3BMMOCTU OJ151 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUbHOro Tenedgoxa:

Huuero He siBnsieTca no-Hactosiwemy 6ecnnatHbeiM. Byab ocTopoXeH, Beab koraa tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITblI KAKME-TO NnaTHbIe YCIYIu;
Hdyman, npexae yem otnpaButb SMS, ¢oTo Mnn Bnaeo. Tbl TOYHO 3HaAELb, FOe OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONEpPaLNOHHY0 CUCTEMY TBOErO CMapTOHa;

Ncnonb3yi aHTMBUPYCHbIE NporpamMmmbl At MOBUNbHbIX TeNe(OHOB;



He 3arpyxan npunoxeHus OT HEN3BECTHOro WCTOYHWKA, BeOb OHWU MOTyT coaepxaTtb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

[Mocne TOro kak Tbl BbIMAELWb C canTa, rge BBOAWUN NUYHYIO MHOpMaUMo, 3anan B
HacTponku bpaysepa n yganm cookies;

lMepunoaunyeckn npoBepsn, Kakme nnaTHble yCnyru akTMBMpoOBaHbl HA TBOEM HOMEPE;
[aBai cBo HOMep MOBUIBLHOrO TenedoHa TOMNbKO NOASM, KOTOPbIX Thl 3HAELb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nonb3yellbes. He 3abbiBan nHoraa
NpoBepATb 3TO.

Online urpsbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacoOyHble, 3axBaTbiBalOLLUMEe pa3BlieveHus,
00beMHALWNE COTHM ThICAY YeroBek no BceMy Mupy. Vrpokun ncecnenyot aHHbIA UM
MUp, obLalTca Apyr C OPYroM, BbIMOMHAKT 3a[aHus, CpaXalwTCd C MOHCTpaMu U
nosly4atoT onbIT. 3a YAOBONLCTBUE OHW NMIATAT: MOKYNakT AUCK, OnnavymMBaloT abOHEMEHT
nnu npuobpeTaroT Kakne-1o onuuu.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuUTME Urpbl, a TaKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLunK, BbIMyCKalOTCA HOBbIE NaTyu
(undppoBble 3annaTku ANs NporpamMMm), 3aKpbiBalOTCA YA3BUMOCTN CEPBEPOB.

B nogobHbIX urpax CTOMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3auumn 6oMbLWKMHCTBA Urp.
OcHoBHble coBeTbl MO 6e30NacHOCTM TBOErO UFPOBOrO akKkayHTa:

1. Ecnn gpyron urpok Beget cebs nrnoxo unm cosgaet Tebe HeNpUATHOCTU, 3abnoKkupym
€ro B CMCKe UrpoKoB;

2. [Moxanynca agmMuyHUcTpaTopaM Wrpbl Ha nroxoe MnoBedeHne 3TOro Urpoka,
XernaTtenbHO MPUNOXUTb Kakne-To JokKasaTernibCTBa B BUAE CKPUHOB;

3. He ykasbiBan Nn4Hy0 MHGOpPMaLmIo B npodanne urpsbl;

4. YBaxan gpyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeouumanbHble naTin n Mogbl;

6. Micnonb3ymn crnoXxHble 1 pasHble naponu;

7. Daxe BO BpeMsi Urpbl He CTOUT OTKMNOYATb aHTUBUPYC. [Moka Tbl Urpaellb, TBOW
KOMNbIOTEP MOTYT 3apasuThb.

DPULIMHI KN KpaXa JNINYHbIX AaHHbIX

OObI4HOM Kpaxkeh [OeHer M [OKYMEHTOB CErofdHsl yXe HUKOrO He yAMBULb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMM 3IIOYMbILLIIEHHUKM NEPEMECTUNIUCE B UHTEPHET, U
NPOAOSIKaKT 3aHMMaTbCs "NodMbIM" genom.

Tak nodBmnacb HoBas yrpo3sa: UHTEPHET-MOLUIEHHUYECTBa UNN PULLNHT, rNaBHasa uenb
KOTOPOro COCTOUT B NONyYeHUU KOHUAEHUMaNbHbIX JaHHbIX MOfib30BaTenen - JIlorMHOB
n naponen. Ha anrnuickom asbike phishing yitaetcs kak dpuwmHr (ot fishing - pbibHas
nosns, password - Nnaporb).

OcHoBHble coBeTbl N0 6opbbe C PULLMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, 4TO TBOA aHKeTa Obina
B3NloMaHa, To HeobxoaMmo 3abroKMpoBaTb €e N CoObLWNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;



2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoB U NONCKOBbIX
cucTem;

3. Mcnonb3yn crnoxHble 1 pasHble naponu. Takum obpasom, ecnn Tebs B3nNomatoT, TO
310YMBbILLMEHHMKN MonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOdUIIIO B CETU, @ HE KO
BCEM,;

4. Ecnn Tebsa Ba3nomanu, To HeobxoamMmo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
pobaeneHbl y Tebs B Apy3bsiX, O TOM, 4TO Te6S B3loManu 1, BO3MOXHO, OT TBOEr0 MMEHU
OyaeT paccbinaTbCsa cnam 1 CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;

6. OTknouYn coxpaHeHne napons B 6payaepe;

7. He oTkpblBan hannbl N gpyrve BNOXEHWUS B MUCbMax, AaXe eCcriv OHWU NpuLnuM oT
TBOMX ApYy3en. Jlyyle yTOYHM y HUX, OTAPaBNANN 1 OHKN Tebe 3Tn dannbl.

LUndpoBas penyrauus

Lindposas penyTtaums - 3T0 HeraTMBHasi UM NO3UTMBHAasA MHopMauna B ceTu o Tebe.
KomMmnpomeTupyowaa nHgpopmaums, pasmelieHHasi B UHTEpPHETe, MOXET cepbe3HbiM
obpa3om oTpasuTbCs Ha TBOEW pearnbHOM xu3Hu. "LincdpoBas penytaumsa" - 310 TBOM
UMUK, KOTOPbIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbcTBa, Yy4ebbl, TBOe (PMHAHCOBOE MOSMOXeHNEe, OCOBEHHOCTU
XapakTepa 1 pacckasbl 0 O1M3KNX - BCe 3TO HakansMBaeTCH B CeTH.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6rvkauun nMyHOn MHGopMaLmm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUA. Thl JaXke He CMOXeLlUb JoragaTtbhes
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Teba Ha paborTy.

KommeHTapuu, pasmelleHne TBoux oTtorpacdun wn apyrme OencTtBus MOryT He
NCYE3HYTb Jaxe Mnocre TOoro, Kak Tbl UX yAanuwb. Tbl HE 3HaAELUb, KTO COXpaHWUI 3Ty
MHOpMaUuio, Nonasna M OHa B MOUCKOBbLIE CUCTEMbI M COXPaHUach N1 OHa, a rnaBHoe:
41O nogymatT o0 Tebe oKpyxatwlwme nau, KOTopble HanayT U yBUMAAT 3T0. Hantu
NHPOPMAaLMIO MHOIO NET CMNYCTA CMOXET NboN - kak n3 Aobpbix NOBYXAEHWIA, TaK N C
HamMmepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OcHOBHbIe COBETbI NO 3aLmTe LMGPOBON penyTauunn:

1. NMogyman, npexge 4em 4YTO-TO NybrMkoBaTb M NepefaBaTb y cebst B 6rore vnn B
coumanbHON CeTu;

2. B HacTponkax npocumnsa ycTaHOBU OrpaHMYeHNA Ha NPOCMOTP TBOEro Nnpodouns u ero
COAepXMMOro, caenan ero TofbKo "ansa apysen”;

3. He pasmelwan n He ykasbiBan MHpOpMaLMIO, KOTOpasa MOXET KOro-nnmbo ockopbnatb
nnNn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LUKOMbHUKM - aKTUBHbIE MONb30BaTeENU LMGPOBOro MNPOCTPaHCTBA.
OpHako faneko He Bce 3HatOT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy0 COBCTBEHHOCTb.

TepMuH "wHTennekTyanbHasd COOCTBEHHOCTb" OTHOCUTCS K PasfMyHbiM TBOPEHUAM
4YerioBEYEeCKOro yMa, HauuHasi C HOBbIX M300peTeHuM WU 3HakoB, OOO3Ha4aoLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn, W 3akaHyMBas KHuramu, dooTtorpadusmu,
KMHOUIbMaMn N My3blKanbHbIMU NPOU3BEAEHNSMNA.



ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHy0 COBCTBEHHOCTb Ha NPON3BEAEHMS
HayKu, nMuTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4yecTBe rapaHTum
TOro, YTO MHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
cnpaBefsiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa, NnosyyunTb
N3BECTHOCTb N Npu3HaHne. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npousBefeHne, pacnpocTpaHATb, MNy6rMYHO AEMOHCTpUpoBaThb, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrmMyHO WMCNOMHATb, NOKa3blBaTb/UCMOMHATbL B
adupe unu pasmellatb B MIHTepHeTe.

Mcnonb3oBaHue "nnpatckoro” nporpaMMHoro obecneyeHmst MoXXeT NPUBECTU K MHOTUM
puckam: OT NOTEePU AaHHbIX K TBOMM akkayHTam 4o 6NOKMPOBKM TBOErO YCTPOMCTBA, rae
yCTaHOBMEHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPblIE MOXXHO HAaNUTKU B CETW.

O noptane

CeTeBMYOK.pcp - TBOM rMaBHbLIU COBETYUK B CeTU. 3A4eCb Thbl MOXeELWb Yy3HaTb O
6e30nacHOCTU B CETU NMOHATHbLIM U AOCTYMHbLIM SI3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKOM CUTyauunm obpaTUTbLCA 3a COBETOM. A Takke NMPUHATbL yyacTue B
KOHKypCax MU cTaTb CaMbIM LinppoBbLIM rpakgaHMHom!



